Internet Safety

Awareness raising for Parents and Carers

We all know that there are many dangers on the internet.... but how do you as parents deal with them?

For children and young people the internet, and the increasing number of digital devices they use to connect toit, is a
part of their everyday lives. Whether they use it to express themselves or to stay in touch with friends, for
entertainment or education, the internet can provide tremendous benefits and most use it safely. But while digital
technology provides a wealth of opportunities, we are all aware that there are online risks and sometimes these risks
can lead to harm.

At the same time, while young people’s ‘offline’ and ‘online’ worlds are often merging, the behaviour and safeguards
of the ‘real’ world are not always applied in a ‘virtual’ world where friends can be added at the click of button and
information shared in an instant.

This guide aims to help parents consider some of the risks of the virtual world and how they can help their children be
safe online.

Harmful content/ lllegal sites

Who has seen something online that you wish you hadn’t? It could be something you have stumbled across or a link
that was sent to you by a friend. How likely do you think it is that your child has had the same experience?

There is a lot of material online that is not appropriate for children to be viewing. Some content may even be illegal.
In the real world it would be difficult to come across or gain access to this material, however online it can be found
through open research or sent as a link or virus. To stop your child from being exposed to such content- put filters on
the laptop, computer, games consoles and mobile phone that your child uses.

Privacy / Digital Footprints

When we teach children about personal information, we explain that this could be your school name, home address, a
status update on where you are going to be on Saturday night, inappropriate photos, or just about anything that if it
got into the wrong hands, could be used against you or used to locate you. By placing this type of information into an
online space, you are leaving digital footprints behind. Try typing your name into a search engine such as Google or
tonight and see what you find, then do the same with your child’s name. Then do an image search with your name/
child’s name. Remember this data could possibly be looked at by your child’s next school or college, a future
university, workplace, future partner. Tell your child to think before they share anything online and to only post
comments and images that they wouldn’t mind showing you or a member of the family.

What can parents and carers do to protect their child online?
Parents and carers need to be mindful that part of the fun of being online is communicating and often sites are
designed for you to do so with people you don’t know.




Talk to your child about Stranger danger.

Talk about their online friends.

Let your child know that you are always there for support.

Learn how to report any inappropriate contact made to your child online.

Many children come into school and discuss games that they have played at home that are not age appropriate. PEGI
(The Pan-European Game Information age rating system) was established in 2003 to help parents make informed
choices.

Violence- Game contains depictions of violence

Discrimination - Game contains depictions of, or material which may
encourage, discrimination

Sex- Game depicts nudity and/or sexual behaviour or sexual references

Drugs - Game refers to or depicts the use of drugs

8+ %" Fear - Game may be frightening or scaryfor young children

Bad Language - Game contains bad language

Tips for parents/carers
Leave all gaming devices in a family space.
Set time limits on how long they can game for. Allow time for non-technology based activities and allow
‘screen free’ time before bed.
Open up communication - talk to your child about the sites they are using and why they like them.
Explain that people lie online and they are not always who they say they are.
Explain that people can be mean online and don’t always have their best interests at heart.
Ask them to never give out personal information.
Set parental controls.

Mobile Technology

Functions
x

What do you think your child uses a mobile phone for? Location
Talking/chatting
Texting
Going online
Taking photos
Sharing their location

The majority of phones are fitted with GPS, which is fantastic when you are lost and need Google Maps assistance as it
can pin point you on a map and tell you exactly where you are and how to get to your destination.

However, this function is now being used on sites such as Facebook. You can now tell people your exact location by
‘checking in’. So if you “check in” this is shared on your social network profile and all of your ‘“friends’ can see where
you are. Let’s remember not everyone is who they say they are online. People can tag you in places, which you may
not want to share with everyone you know. You can protect yourself and your child by changing settings in the privacy
settings area.




It has never been more important for your child to know who they are taking to and the information they are
sharing.

Tips for parents/carers
Is my child old enough to have a mobile phone? Set boundaries.
Set mobile rules - no mobile phone in the bedroom at night, mobile free time before bed, no use after lights
out — charge it up downstairs from the beginning.
Before buying your child a mobile, find out what functions it has — Internet, private messaging, built in
applications.
Set parental controls where required.

Parental controls How can they help?

Block sites that are not age appropriate

Limit inappropriate and illegal material

Set timings — automatic switch off at bedtime
Monitor activity

It is extremely important that all parents ensure that the above restrictions are in place. Please remember that once
these settings are set, it does not mean that you are 100% “safe”. Some content may slip through the net and you will
need to report it to your service provider. For more information please visit the parents’ website or call your service
provider (BT, Talktalk Sky etc...) and see what packages they provide, some of which are free. To find out more google
‘parental controls’. Remember, the internet is available through many devices. Make sure your child is safe by
controlling their phone, games consoles, laptops and PCs.
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1 Setting Privacy C%ontrols — You Tube
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Additional Web Resources

CEQP for Parents and Carers

BBC WebWise — online safety advice for parents

Keeping your child safe online

www.02.co.uk/parents



http://www.thinkuknow.co.uk/parents
https://www.thinkuknow.co.uk/Parentsold/
http://www.bbc.co.uk/webwise/topics/safety-and-privacy/online-safety-for-parents
http://www.nspcc.org.uk/help-and-advice/for-parents/keeping-your-child-safe/using-the-internet/internet-safety_wda96763.html
http://www.o2.co.uk/parents

